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	 Section 5.0
	OHTN Corporate Privacy Policy


1.0 Introduction

This Privacy Policy establishes the privacy principles that govern the operations of the Ontario HIV Treatment Network (OHTN). It is based upon Canadian Standards Association (CSA) Model Code and industry best practices that direct organizations to develop and implement policies, standards, and guidelines in order to ensure effective application of privacy practices. 

1.1 Purpose

This policy has been established in order to fulfill the objectives and mandate of OHTN. More specifically, it is established to safeguard the privacy of all personal information that is collected, transmitted, stored, exchanged, used or disclosed by the OHTN by taking all steps necessary to ensure the privacy and security of that information.

1.2 Objectives

· To establish the trust of the general public, stakeholders, HIV community members, OHTN staff and volunteers, and the individuals that participate in OHTN programs; 

· To respect the privacy rights of individuals as expressed in legislation and fair information practices, and expressed by the guiding principles of the OHTN and its programs;

· To define the guiding principles for the OHTN Privacy Program.

1.3 Policy Scope

1.3.1 This policy applies to:

· All organizational components of the OHTN;

· OHTN employees, contractors, volunteers, consultants, and employees of vendors under contract to the OHTN;

· All personal information collected, transmitted, stored, exchanged, used, or disclosed by the OHTN.  For the purpose of this policy, personal information includes de-identified participant information collected, transmitted, stored, exchanged, used, or disclosed through the activities of the Ontario Cohort Study (OCS).  However, specific policies and procedures governing the collection, use, and disclosure of OCS de-identified participant information are documented in the OCS Research Policies which supersedes the OHTN Corporate Privacy Policy in matters related to data held by the OCS.
1.3.2 The OHTN is accountable for all personal information under its custodianship, and is responsible for ensuring that all ten principles of the CSA Privacy Code TA \s "Model Code for the Protection of Personal Information"  are addressed.  

1.3.3 The OHTN is also responsible for complying with any applicable legislation with respect to the collection, use, disclosure, retention and destruction of personal information under its custodianship.

2.0 Roles and Responsibilities

2.1 Board of Directors

2.1.1 The Board of Directors is accountable for protection of personal information under the custodianship of the OHTN, and delegates the authority to implement measures to protect the privacy of personal information, and to safeguard sensitive information assets and critical information systems under the control of OHTN to the Scientific and Executive Director.

2.1.2 The Board of Directors is responsible for approving this policy and any subsequent amendments to this policy.

2.2 Scientific and Executive Director

2.2.1 The Scientific and Executive Director is accountable for ensuring the protection of personal information under the custodianship of the OHTN.  

2.2.2 The Scientific and Executive Director may delegate responsibility to Managers for implementing this policy within their respective areas of responsibility, and to the Privacy Officer to monitor compliance with and enforce this policy. 

2.3 Privacy Committee

2.3.1 The Privacy Committee is comprised of the following members: the Privacy Officer, one OHTN manager and one OHTN staff member designated by the Scientific and Executive Director. Other managers, staff and volunteers may participate in the committee on an ad hoc basis as required.

2.3.2 The committee is chaired by the Privacy Officer and reports to the Scientific and Executive Director.

2.3.3 The Privacy Committee is responsible for the following activities: 

· Recommending amendments to this policy, or any other OHTN policy that addresses the protection of personal information, for approval by the Board of Directors;

· Reviewing and approving operational privacy procedures;

· Accepting, reviewing, and approving recommendations from privacy impact assessments;

· Reviewing and monitoring privacy issues and incidents, and;

· Developing and approving initiatives to enhance privacy protection.

2.4 Privacy Officer

2.4.1 The Scientific and Executive Director will designate a Privacy Officer.  The Privacy Officer will be an OHTN Manager, and may have other primary responsibilities or duties.

2.4.2 The Privacy Officer is responsible for:

· Maintaining this policy;

· Monitoring compliance with and enforcing this policy;

· Ensuring the development and maintenance of operational procedures, training and related activities required to enact and support these policies;

· Identifying and documenting repositories of personal information under the custodianship of the OHTN.

2.4.3 The Privacy Officer is responsible for ensuring that inquiries or complaints regarding privacy are addressed in accordance with this policy and the OHTN Complaints and Dispute Resolution Policy.

2.5 OHTN Managers

2.5.1 ONTN managers are responsible for enforcing this policy within their respective areas of responsibility.  OHTN managers must ensure that the individuals working in their respective areas of responsibility are adequately prepared to carry out their functions with respect to their privacy responsibilities. 

2.6 Manager, Data Systems

2.6.1 The Manager, Data Systems is responsible for planning, implementing, testing, and maintaining the appropriate safeguards to protect personal information stored or transmitted within the OHTN’s information technology infrastructure to meet the requirements of this policy, the OCS Research Policy and the OHTN Information Security Policy.

2.7 Employees, contractors, volunteers, consultants and employees of contracted vendors

2.7.1 OHTN employees, contractors, volunteers, consultants, and employees of contracted vendors are responsible for complying with this policy and all policies within OHTN.

3.0 Accountability

3.1 Accountability for personal information

3.1.1 Where the OHTN maintains a repository of personal information, OHTN will be fully accountable for the privacy of personal information contained within the repository, and for the associated business processes and procedures for the collection, use, disclosure, retention and destruction of that information.

3.1.2 The OHTN is accountable for personal information that has been or will be transferred to a third party for processing, storage, or disposal. The OHTN will use contractual or other means (e.g., audits) to ensure that the personal information has a comparable level of protection when being processed, stored, or disposed of by the third party.

3.2 Privacy Impact Assessments

3.2.1 The OHTN will complete a Privacy Impact Assessment (PIA) for all OHTN information systems and program initiatives that involve, or may potentially involve personal information. PIAs will not be required for changes to existing systems or new installations of existing systems that have already been the subject of a PIA, unless in the opinion of the Privacy Committee, the change or new installation will have a significant new impact on privacy.

3.2.2 Completion of the PIA is the responsibility of the manager for the information system or program initiative.

3.2.3 The Privacy Officer will establish guidelines for the completion of PIAs for OHTN at a minimum every three years.

4.0 Identifying Purposes

4.1.1 The OHTN will document the purposes for which it collects personal information at or before the time the information is collected.

4.1.2 Where personal information that has been collected is to be used for a purpose not previously identified, the new purpose will be identified and documented prior to use. The consent of the individual will be required before information can be used for the new purpose, unless required by law.

5.0 Consent

5.1.1 OHTN acknowledges that the knowledge and consent of individuals is required for the collection, use, and disclosure of personal information, except as required by law.

5.1.2 The OHTN will seek consent for the collection, use and disclosure of personal information. Exceptions to consent must comply with relevant legislation, and other OHTN policies, and must be documented and approved by the Scientific and Executive Director (see OCS Participant Consent Policy).

5.1.3 The OHTN acknowledges the right of an individual to withdraw consent at any time subject to contractual or legal restrictions and reasonable notice. The OHTN will inform the individual of the implications of such withdrawal.

6.0 Limiting Collection

6.1.1 The OHTN will limit the collection of personal information to that which is necessary for the purposes identified by OHTN. 

6.1.2 The OHTN will collect information by fair and lawful means.

7.0 Limiting Use, Disclosure and Retention

7.1.1 Personal information will not be used or disclosed for purposes other than those for which it was collected, unless:

· The individual consents to the use or disclosure;

· The use or disclosure is required by law;

· The disclosure is to an institution or a law enforcement agency in Canada to aid an investigation;

· There are compelling circumstances affecting the health or safety of an individual, and disclosure notification is mailed to the last known address of the individual to whom the information relates.

7.1.2 Personal information will be retained only as long as necessary for the fulfillment of those purposes, or as required by law. 

7.1.3 Personal information that is no longer required to fulfill the identified purposes will be destroyed, erased, or made anonymous. The Privacy Officer will develop guidelines and implement procedures to govern the destruction of personal information. 

8.0 Accuracy

8.1.1 The OHTN will ensure that personal information under its custodianship will be as accurate, complete, and up to date as is necessary for the purposes for which it is to be used. 

9.0 Safeguards

9.1.1 OHTN will implement appropriate security safeguards to protect personal information. Security safeguards are detailed in the OHTN Information Security Policy.
10.0 Openness

10.1.1 OHTN will make readily available to individuals specific information about its policies and practices relating to the management of personal information.

11.0 Individual Access

11.1.1 Upon request, an individual will be informed of the existence, use, and disclosure of his/her personal information and will be given access to that information. 

11.1.2 An individual will be able to challenge the accuracy and completeness of the information and have it amended as appropriate. Where there is a dispute about the accuracy of the information, the individual will be able to append a notice of disagreement to the file.

11.1.3 Within 30 days following a request for access from an individual, OHTN will provide the requested information or provide a written notice of extension to the person to whom the information relates indicating the time required to fulfill the request and any fees that may apply.

12.0 Challenging Compliance

12.1.1 An individual will be able to address a challenge or complaint concerning compliance with this policy to the Privacy Officer.

12.1.2 OHTN will investigate all complaints. If a complaint is found to be justified, OHTN will take the appropriate measures including, if necessary, amending its policies and practices.

12.1.3 An individual who is unsatisfied with the outcome of a complaint or challenge determined by the Privacy Officer may make an appeal in accordance with the OHTN Complaints and Dispute Resolution Policy

Definitions

Collect

In relation to actions of an organization that has custody or control of personal information, means to gather, acquire or obtain the information by any means from any source outside the organization or its agents.
Consent

Permission from an individual or his or her legally authorized representative to collect, use or disclose his or her personal information. Consent can be express, where the individual specifically agrees to some action, or implied where consent is implicit in some action, such as the delivery of care.
De-identified OHTN Cohort Study (OCS) participant information
Information under the custodianship of the OHTN about a living or deceased OCS participant that has been stripped of all uniquely identifying data elements, such as name, address, health number, social insurance number, etc.  De-identified participant information can contain both demographic information and health information:

· Demographic information – Information about an individual such as gender, ethnic origin, age, level of education, etc.

· Health information - Information about an individual’s health care such as conditions, treatments or medications.

Disclose
In relation to personal information in the custody or under the control of an organization, means to make the information available to an organization that is not an agency of the disclosing organization.
Identifying information 
Information that identifies an individual or for which it is reasonably foreseeable in the circumstances that it could be utilized, either alone or with other information, to identify an individual.
OHTN Cohort Study participant
A person living with HIV/AIDS that has provided written consent to allow his or her de-identified demographic and health information to be stored in the OCS Central Research Database for research purposes.
Personal Information

Information about an identifiable individual in recorded or oral form, including:

· Information relating to the race, national or ethnic origin, colour, religion, age, sex, sexual orientation, or marital or family status of the individual;

· Information relating to the education or the medical, psychiatric, psychological, criminal or employment history of the individual or information relating to financial transactions in which the individual has been involved;

· Any identifying number, symbol or other particular assigned to the individual;

· The address, telephone number, fingerprints or blood type of the individual;

· The personal opinions or views of the individual except if they relate to another individual;

· Correspondence sent to an institution by the individual that is implicitly or explicitly of a private or confidential nature, and replies to that correspondence that would reveal the contents of the original correspondence;

· The views or opinions of another individual about the individual; and

· The individual’s name if it appears with other personal information relating to the individual or where the disclosure of the name would reveal other personal information about the individual.

Privacy Impact Assessment (PIA)

A formal process to determine the impacts of proposed information system on an individual’s privacy.  A PIA identifies risks to privacy and provides strategies to mitigate those risks.

Privacy Program

A set of coordinated policies, standard and procedures that safeguard the privacy of personal information.  A Privacy Program may include, but is not limited to, privacy training and awareness, completion of PIAs, communication about privacy practices, inquiry and complaints procedures, and consent management procedures.
Related Policies

· OHTN Cohort Study Research Policy

· OHTN Cohort Study Participant Consent Policy

· OHTN Information Security Policy
· OHTN Complaints and Dispute Resolution Policy

